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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an authority delegating r 
type service executing system not needing a confidential 
relationship between an intermediary system and a server 
system by proving a processing authority committed to the 
intermediary system from a user. 

SOLUTION: An object system, service and intermediary agent 
certificate are prepared in an intermediary system 21, and an 
intermediary certificate is provided to the user 22 accessing to 
the intermediary system 21. An execution substitute is accepted 
by performing a user authentication by a user certificate and a 
commission provided by a permission of the user of the object 
system and service by a digital signature. The user certificate, 
the commission and the intermediary agent certificate are 
provided to the server system 23 as a substitute execution 

certification. The server system 23 embodies the service by verifying whether or not the commission 
is legitimate from the user certificate and the intermediary agent certificate. 
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CLAIMS 



[Claim(s)] 

[Claim 1] A means to draw up the purpose system, service, and a fixer certificate by the 
agency system, A means to provide with an agency certificate the user who accessed said 
agency system, The user certificate and letter of attorney which were offered when a user 
permitted the purpose system and service by the digital signature perform user 
authentication, and are entrusted with an activation substitute. A means to provide a 
server system with a user certificate, a letter of attorney, and a fixer certificate as right 
certification of substitute activation, A means to give one's service by verifying whether 
said server system has a just letter of attorney from a user certificate and a fixer 
certificate, The authority transfer mold service activation method characterized by 
providing a means to perform service cooperation in which said agency system met the 
scenario according to the demand from a user, and to return a response to a user. 
[Claim 2] The step which draws up the purpose system, service, and a fixer certificate by 
the agency system, The step which provides with an agency certificate the user who 
accessed said agency system, The user certificate and letter of attorney which were 
offered when a user permitted the purpose system and service by the digital signature 
perform user authentication, and are entrusted with an activation substitute. The step 
which provides a server system with a user certificate, a letter of attorney, and a fixer 
certificate as right certification of substitute activation, The step which gives its service 
by verifying whether said server system has a just letter of attorney from a user certificate 
and a fixer certificate, The authority transfer mold service activation approach 
characterized by having the step which performs service cooperation in which said 
agency system met the scenario according to the demand from a user, and returns a 
response to a user. 

[Claim 3] The procedure which draws up the purpose system, service, and a fixer 
certificate by the agency system, The procedure of providing with an agency certificate 
the user who accessed said agency system, The user certificate and letter of attorney 
which were offered when a user permitted the purpose system and service by the digital 
signature perform user authentication, and are entrusted with an activation substitute. The 
procedure of providing a server system with a user certificate, a letter of attorney, and a 
fixer certificate as right certification of substitute activation, The procedure which gives 
its service by verifying whether said server system has a just letter of attorney from a user 
certificate and a fixer certificate, The record medium which recorded the authority 
transfer mold service executive program for performing service cooperation in which said 
agency system met the scenario according to the demand from a user, and making a 
computer perform the procedure of returning a response to a user. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the record medium with which the 
agency system which processes a workflow (service cooperation) recorded the authority 
transfer mold service executive program on the authority transfer mold service activation 
method and approach list proving the processing authority acquired from the user by 
delegation. 
[0002] 

[Description of the Prior Art] As a system considered conventionally, as shown in 
drawing 3 , a user (processing client) 1 1 advances the demand of service to the server 
system 13 through the agency system 12, and the agency system 12 performs service 
implementation of the server system 13 as service cooperation in alignment with a 
scenario, and has the system which returns a response to a user 11. 
[0003] However, since it was not carried out, proving the processing authority which the 
agency system acquired from the user by delegation needed to be premised on the ability 
of an agency system to place trust to some extent. 
[0004] 

[Problem(s) to be Solved by the Invention] This invention was made in view of the 
above-mentioned situation, and it aims at offering the record medium which recorded the 
authority transfer mold service executive program on the authority transfer mold service 
activation method with which the agency system which processes a workflow ( service 
cooperation) does not need a confidential relation between an agency system and a server 
system by proving the processing authority acquired from the user by delegation, and the 
approach list. 
[0005] 

[Means for Solving the Problem] In order to attain the above-mentioned purpose the 
authority transfer mold service activation method of this invention A means to draw up 
the purpose system, service, and a fixer certificate by the agency system, A means to 
provide with an agency certificate the user who accessed said agency system, The user 
certificate and letter of attorney which were offered when a user permitted the purpose 
system and service by the digital signature perform user authentication, and are entrusted 
with an activation substitute. A means to provide a server system with a user certificate, a 
letter of attorney, and a fixer certificate as right certification of substitute activation, A 
means to give one's service by verifying whether said server system has a just letter of 
attorney from a user certificate and a fixer certificate, Service cooperation in which said 
agency system met the scenario according to the demand from a user is performed, and it 
is characterized by providing a means to return a response to a user. 
[0006] Moreover, the authority transfer mold service activation approach of this 
invention The step which draws up the purpose system, service, and a fixer certificate by 
the agency system, The step which provides with an agency certificate the user who 
accessed said agency system, The user certificate and letter of attorney which were 
offered when a user permitted the purpose system and service by the digital signature 
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perform user authentication, and are entrusted with an activation substitute. The step 
which provides a server system with a user certificate, a letter of attorney, and a fixer 
certificate as right certification of substitute activation, The step which gives its service 
by verifying whether said server system has a just letter of attorney from a user certificate 
and a fixer certificate, Service cooperation in which said agency system met the scenario 
according to the demand from a user is performed, and it is characterized by having the 
step which returns a response to a user. 

[0007] Moreover, the record medium which recorded the authority transfer mold service 
executive program of this invention The procedure which draws up the purpose system, 
service, and a fixer certificate by the agency system, The procedure of providing with an 
agency certificate the user who accessed said agency system, The user certificate and 
letter of attorney which were offered when a user permitted the purpose system and 
service by the digital signature perform user authentication, and are entrusted with an 
activation substitute. The procedure of providing a server system with a user certificate, a 
letter of attorney, and a fixer certificate as right certification of substitute activation, The 
procedure which gives its service by verifying whether said server system has a just letter 
of attorney from a user certificate and a fixer certificate, The authority transfer mold 
service executive program for performing service cooperation in which said agency 
system met the scenario according to the demand from a user, and making a computer 
perform the procedure of returning a response to a user is recorded. 
[0008] 

[Embodiment of the Invention] With reference to a drawing, the example of a gestalt of 
operation of this invention is explained to a detail below. 

[0009] Drawing I is the configuration explanatory view showing the example of 1 
operation gestalt of this invention, and drawing 2 is a sequence diagram explaining 
actuation of drawing 1 . That is, the agency system 21 is the use server H, Service S, and 
Transaction ID. Tid and the fixer certificate M are drawn up by list several use server 
minutes, and are saved. If the user (processing client) 22 registers the password into the 
agency system 21 beforehand and has access of the service use accompanied by a 
password at the terminal of a personal computer etc. from a user 22, as for the agency 
system 21, he will provide a user 22 with a fixer certificate. The user 22 who received the 
fixer certificate from the agency system 21 is the use server H, Service S, and 
Transaction ID. If a user 22 does authorization acknowledgement of the activation of the 
purpose system and service to the agency system 21 by carrying out the digital signature 
[fpku (H, S, Tid, M)] of Tid and the fixer certificate M with a private key, the agency 
system 21 will be provided with a user certificate and a letter of attorney from a user 22, 
and cooperation service initiation will be required. To be sure, the purpose system is the 
request from the original user 22, and the agency system 21 which received the user 
certificate and the letter of attorney from the user 22 performs user authentication which 
verifies whether the agency system 21 accessed, it is entrusted with an activation 
substitute, provides the server system 23 with a user certificate, a letter of attorney, and a 
fixer certificate as right certification of substitute activation, and performs a service 
request. It verifies whether the server system 23 which received the user certificate, the 
letter of attorney, and the fixer certificate from the agency system 21 has a just letter of 
attorney from a user certificate and a fixer certificate, and when a letter of attorney is just, 
the server system 23 gives its service through the agency system 21. The agency system 
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21 performs service cooperation which met the scenario according to the demand from a 
user 22, returns a result to a user 22, and returns a response. It is changing the sequence 
called by the result of having called calling to the order which had service used as the 
candidate for cooperation which interpreted the scenario and was specified specified as 
the service cooperation in alignment with a scenario here, and service. 
[0010] The agency system 21 is a kind of a service cooperation platform, and is a 
platform which two or more available services and application are made to cooperate 
from a server, and offers one new service. In the agency system 21, when conditions are 
not filled with specifying the conditions (coordination constraint) which should be 
guaranteed in each service cooperation in addition to mere service cooperation, it 
guarantees ending scenario activation, where a coordination constraint is always filled 
with making regular compensation actuation perform. Moreover, guarantee actuation is 
performed by intermediate failure generating etc., and when the service which should 
finally have been offered is not able to be offered, it can rerun by succeeding a former 
condition by directing activation again. 

[0011] The authority transfer mold service activation approach in this invention is 
specifically performed by computers, such as a personal computer, based on the authority 
transfer mold service executive program beforehand recorded on the record medium in 
which predetermined computer reading is possible. 

[0012] Namely, the procedure which draws up the purpose system, service, and a fixer 
certificate by the agency system, The procedure of providing with an agency certificate 
the user who accessed said agency system, The user certificate and letter of attorney 
which were offered when a user permitted the purpose system and service by the digital 
signature perform user authentication, and are entrusted with an activation substitute. The 
procedure of providing a server system with a user certificate, a letter of attorney, and a 
fixer certificate as right certification of substitute activation, The procedure which gives 
its service by verifying whether said server system has a just letter of attorney from a user 
certificate and a fixer certificate, and service cooperation in which said agency system 
met the scenario according to the demand from a user are performed, and a computer is 
made to perform the procedure of returning a response to a user. 
[0013] 

[Effect of the Invention] As stated above, according to this invention, the record medium 
which recorded the authority transfer mold service executive program on the authority 
transfer mold service activation method with which the agency system which processes a 
workflow (service cooperation) does not need a confidential relation between an agency 
system and a server system by proving the processing authority acquired from the user by 
delegation, and the approach list can be offered. 



[Translation done.] 
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